Fortinet Redundant UTM Protocol
(FRUP)

1. Network topologies
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2. FRUP requirement and assumptions

1. Maximum 2 units, FGT-100D model only (for now), will run in this type of cluster
Use dual HA links HA1 and HA2 for redundant HA connectivity between the cluster members
3. Use dual gateways (routers above) such that:
o Device-1 has default active connection to router-1 and default backup connection to
router-2
o Device-2 has the opposite
4. Design the lower network in the similar fashion as WAN connectivity:
o Each device (server, AP, etc) will have a default active connection to one of the
FortiGates and a default backup connection to the other one
o Default active & backup should be alternated to balance the traffic
5. HA using FGCP with a full mesh configuration requires 2 pairs of L2 switches. HA using FRUP
collapses the L2 switching into the FortiGate 100D model. Client hosts are dual-homed on the
FRUP FortiGate units and assumed to have two NICs or use an intermediary consolidation switch
device.
6. Follows most HA settings but mode is “standalone”
7. FortiGate interfaces use virtual IP addresses and pseudo-MAC physical addresses, all devices
continue to send to the same IP/Mac and don't need to re-learn after the failover
8. Both FortiGate units will handle and process traffic
9. Backup lines are normally administratively down and de-energized
10. Sessions and configuration are synchronized in FRUP cluster
11. From FMG perspective it is virtually unchanged from regular HA cluster

~

3. Configuring FGT-A
Refer to “Using two ISPs for redundant Internet connections” recipe.

Set WAN1 and WAN?2 interfaces to use static addressing mode and set both static routes to same
priority and distance.

Go to System > Dashboard > Status and under “System Information” widget, change the host name to
FGT-A

Edit Host Name

Current Name FG100D3G12804195
New Name FGT-A

OK | Cancel |

From CLI set the following:
FGT-A # config system ha
set hbdev "hal" 50 "ha2" 100
set override disable
set priority 255
set frup enable
config frup-settings
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set active-interface "wanl"

set active-switch-port 16

set backup-interface "wan2"
end
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4. Configuring FGT-B

Use the same firmware version as FGT-A and set the FortiGate unit to factory reset.
Go to System > Dashboard > Status and under “System Information” widget, change the host name to
FGT-B

Edit Host Name

Current Name FG100D2G12804195
New Name FGT-B

OK | Cancel

From CLI set the following:

FGT-B # config system ha
set hbdev "hal" 50 "ha2" 100
set override disable
set priority 128
set frup enable
config frup-settings
set active-interface "wan2"
set active-switch-port 14
set backup-interface "wan1"
end
end
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“config frup-settings” are specific to the each FortiGate unit and not synchronized.

5. Results
With these settings:

e Traffic initiating from the server (IP: 192.168.1.200) connected to port16 should flow through
FGT-A (since portl6 is the active-switch-port in FGT-A) using WAN1 connection (since WAN1 is
the active-interface in FGT-A).

Run a sniffer on both FortiGate units and then run a ping to 4.2.2.2 from the server.
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e Traffic initiating from an internal host (IP: 192.168.1.114) connected to port14 should flow
through FGT-B (since port14 is the active-switch-port in FGT-B) using WAN2 connection (since
WAN?2 is the active-interface in FGT-B).

Run a sniffer on both FortiGate units and then run a ping to 74.125.226.1from the internal host.
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Shutdown FGT-A:

Traffic from the server and the internal host should be handled by FGT-B via WAN1 and WAN2
interfaces respectively:
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Shut down FGT-B:

Traffic from the server and the internal host should be handled by FGT-A via WAN1 and WAN2
interfaces respectively, but here, traffic is via WAN1 only. This seems to be a bug.

Router-1 down/ unplug WAN1 interfaces:

FortiGate Cookbook Beta 7 FRUP



Traffic from internal host and server is handled by FGT-B via WAN2 interface. Therefore FGT-A is NOT
handling any traffic. FGT-A should handle some traffic on its WAN2 (backup) interface.

sniffer packet any
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FGT-A # diagnose sniffer packet any
interfaces=[any]

filters=[icmp]

icmp' 4
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Router-2 down/ unplug WAN2 interfaces:

Traffic from internal host and server is handled by FGT-A via WAN1 interface. Therefore FGT-B is NOT
handling any traffic. FGT-B should handle some traffic on its WAN1 (backup) interface.

Also to mention that after a fail over, the fall back is not achieved, and it requires a reboot on both
FortiGate units. There are some bugs open regarding this behavior.
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